Secure data access in Microsoft Fabric

1. Introduction

https://learn.microsoft.com/en-us/training/modules/secure-data-access-in-fabric/1-introduction

Introduction

Completed

Security in Microsoft Fabric is optimized for securing data for specific use cases. Different users need
the ability to perform various actions in Fabric to fulfill their job responsibilities. Fabric facilitates this
by allowing you to grant users access to specific data workloads through workspace and item
permissions, compute permissions, and Onelake data access roles (preview).

Secure data by use case

A security use case in Fabric refers to a set of users needing data access and accessing data in a
specific way. Once a use case is identified, Fabric permissions associated with that use case can be
configured. Suppose you work at a healthcare company with multiple systems that store data, such
as electronic health records (EHR), insurance claims data, clinical trial data, patient and disease
registries, and administrative data. Different users within your company or partner organizations
need to view, transform, analyze, aggregate, and use this data to derive business insights. Users need
access to different Fabric compute engines, items, and workspaces to perform their jobs effectively:

¢ Data engineers need access to data in a lakehouse to develop downstream data products.

* Business or data analysts need to query data to answer business questions.

* Data scientists need to access data in a lakehouse and consume it through Apache Spark to
create models and experiments.

® Report creators need to build reports to share with report consumers.

® Report consumers need to view data in Power Bl reports to make decisions.

In this module, you'll learn how to use the Fabric access control features available to secure your data
and provide your team with the necessary access within Fabric to perform their job duties. You'll
explore Fabric's multi-layer security model and how to use it to manage data access.

By the end of this module, you'll know how to configure security for an entire workspace, for
individual Fabric data items, and how to apply granular permissions within Fabric data items.
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2. Understand the Fabric security model

https://learn.microsoft.com/en-us/training/modules/secure-data-access-in-fabric/2-understand-fabric-security-m

odel

Understand the Fabric security model

Completed

Data access in organizations is often restricted by users' responsibilities, and roles and by an
organization's Fabric deployment patterns, and data architecture. Fabric has a flexible, multi-layer
security model that allows you to configure security to accommodate different data access
requirements. Having the ability to control permissions at different layers means you can adhere to
the principle of least privilege, restricting user permissions to only what's needed to perform job
tasks.

Fabric has three security levels and they're evaluated sequentially to determine whether a user has
data access. The order of evaluation for access is:

1. Microsoft Entra ID authentication: checks if the user can authenticate to the Azure identity and
access management service, Microsoft Entra ID.

2. Fabric access: checks if the user can access Fabric.

3. Data security: checks if the user can perform the action they've requested on a table or file.

The third level, data security, has several building blocks that can be configured individually or
together to align with different access requirements. The primary access controls in Fabric are:

* Workspace roles

® |tem permissions

® Compute or granular permissions

® Onelake data access controls (preview)

It's helpful to envision these building blocks in a hierarchy to understand how access controls can be
applied individually or together.
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A workspace in Fabric enables you to distribute ownership and access policies using workspace roles.
Within a workspace, you can create Fabric data items like lakehouses, data warehouses, and semantic
models. /tem permissions can be inherited from a workspace role or set individually by sharing an
item. When workspace roles provide too much access, items can be shared using item permissions to
ensure proper security.

Within each data item, granular engine permissions such as Read, ReadData, or ReadAll can be
applied.

Compute or granular permissions can be applied within a specific compute engine in Fabric, like the
SQL Endpoint or semantic model.

Fabric data items store their data in Onelake. Access to data in the lakehouse can be restricted to
specific files or folders using the role-based-access control (RBAC) feature called OnelLake data
access controls (preview).
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3. Configure workspace and item permissions

https://learn.microsoft.com/en-us/training/modules/secure-data-access-in-fabric/3-configure-workspace-and-ite

m-permissions

Configure workspace and item permissions

Completed

Workspaces are environments where users can collaborate to create groups of items. Items are the
resources you can work with in Fabric such as lakehouses, warehouses, and reports. Workspace roles
are preconfigured sets of permissions that let you manage what users can do and access in a Fabric
workspace.

Item permissions control access to individual Fabric items within a workspace. Iltem permissions let
you either adjust the permissions set by a workspace role or give a user access to one or more items
within a workspace without adding the user to a workspace role.

Let's consider some scenarios where you would need to configure data access using workspace roles
and item permissions.

Understand workspace roles

Suppose you work at a health care company as the Fabric security admin. You need to set up access
for a new data engineer. The data engineer needs the ability to:

® (Create Fabric items in an existing workspace
® Read all data in an existing lakehouse that's in the same workspace where they can create
Fabric items

Workspace roles control what users can do and access within a Fabric workspace. There are four
workspace roles and they apply to all items within a workspace. Workspace roles can be assigned to
individuals, security groups, Microsoft 365 groups, and distribution lists. Users can be assigned to the
following roles:

* Admin - Can view, modify, share, and manage all content and data in the workspace, and
manage permissions.

* Member - Can view, modify, and share all content and data in the workspace.

® Contributor - Can view and modify all content and data in the workspace.

* Viewer - Can view all content and data in the workspace, but can't modify it.

Tip
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For a full list of the permissions associated with workspace roles, see: Roles in workspaces

To meet the access requirements for the new data engineer, you can assign them the workspace
Contributor role. This gives them access to modify content in the workspace, including creating
Fabric items like lakehouses. The contributor role would also allow them to read data in the existing
lakehouse.

Assign workspace roles

Users can be added to workspace roles from the Manage access button from within a workspace.
Add a user by entering the user's name and selecting the workspace role to assign them in the Add
people dialogue.

Fabric DemoWs Q search L /B L 2 &

'OA% DemoWS € 19 Create deployment pipeline [ Createapp | 85 Manage access | €83 Workspace settings

+ New item Bg New folder —lImport~ T Migrate 4P Source control Q_ Filter by keyword = Filter

Configure item permissions

Item permissions control access to individual Fabric items within a workspace. Item permission can
be used to give a user access to one or more items within a workspace without adding the user to a
workspace role or can be used with workspace roles.

Suppose that after a few months of having Contributor access on a workspace, a data engineer no
longer needs to create Fabric items and now only needs to view a single lakehouse and read data in
it.

Since the engineer no longer needs to view all items in the workspace, the Contributor workspace
role can be removed and item permissions on the lakehouse can be configured so the engineer will
only be able to see the lakehouse metadata and data and nothing else in the workspace. This item
access configuration helps you adhere to the principle of least privilege, where the engineer only has
access to what's needed to perform their job duties.

An item can be shared and item permissions can be configured by selecting on the ellipsis (...) next to
a Fabric item in a workspace and then selecting Manage permissions.
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Fabric fabricworkspace Q search o @3 L ? e

& fabricworkspace ¥ 19 Create deployment pipeline B3 Createapp 82 Manage access  §53 Workspace settings.
+ New item P Newfolder  —>|Import v T Migrate Q Filter by keyword = Filter ~ = o8
[ Name Type Task Owner Refreshed Next refresh Endorsement Sensitivity Included in app
|®  samplelakehouse ® 1y - lakehouse = System Administrator  — — — —
[]  samplelakehouse @ Open > e — fabricworkspace 11/20/2024...  N/A = =
W Delete
(@ samplelakehouse P — fabricworkspace = N/A = =

& Settings
7 Favorite

o View workspace lineage
o° View item lineage

B View details

f8 Moveto

/) Manage permissions

2 Share

O Recentruns

In the Grant people access window that appears after selecting Manage permissions, if you add
the user and don't select any of the checkboxes under Additional permissions, the user will have
read access to the lakehouse metadata. The user won't have access to the underlying data in the
lakehouse. To grant the engineer the ability to read data and not just metadata, Read all SQL
endpoint data or Read all Apache Spark can be selected.
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Grant p%ple access X

samplelakehouse

People you share this Lakehouse with can
open it and its 5QL endpoint and read the
default dataset. To allow them to read directly
in the Lakehouse, grant additional
permissions.

Q nice

Additional permissions

Read all SQL endpoint data (&)
Read all Apache Spark (i)

] Build reports on the default semantic
model

Motification Options

Motify recipients by email

Add a message (optional)

. Depending on which additional permissions
you select, recipients will have different access
to the S0L endpoint, default dataset, and data
in the lakehouse. For details, view lakehouse
permissions documentation.

o I

Tip

Each Fabric data item has its own security model. To learn more about permissions that can be
granted when a lakehouse or other Fabric data item is shared see:

* \Warehouse
® |akehouse
®* Semantic model
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4. Apply granular permissions

https://learn.microsoft.com/en-us/training/modules/secure-data-access-in-fabric/4-apply-granular-permissions

Apply granular permissions

Completed

When the permissions provided by workspace roles or item permissions are insufficient, granular
permissions like table and row-level security and file and folder access can be set through the:

® SQL analytics endpoint

® Onelake data access roles (preview)
* \Warehouse

® Semantic model

Configure data access through the SQL analytics endpoint in a
lakehouse

Data in a lakehouse can be read through the SQL analytics endpoint. Each Lakehouse has an
autogenerated SQL analytics endpoint that can be used to transition between the lake view of the
lakehouse and the SQL view of the lakehouse. The lake view supports data engineering and Apache
Spark and the SQL view of the same lakehouse allows you to create views, functions, stored
procedures and to apply SQL security and object level permissions.

Data in a Fabric lakehouse is stored with the following folder structure:

* /Files
e /Tables

View the SQL analytics endpoint view of the lakehouse

The SQL analytics endpoint is used to read data in the /Tables folder of the lakehouse using T-SQL.
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samplelakehouse v Q search o @ 4 ? &

Home  Reporting — @ SQL analytics endpoint v
[ 48 | [ NewsQlquery v [}YQuery activity &3 Model layouts | 7 Download SQL database project | £} Copilot Lakehouse

IEJ Explore your data files and folders

Explorer <« @@ publicholidays X @) SQLanalytics endpoint
1) Query data using SQL
+ Warchouses Q' Data preview - publicholidays Showing 1000 rows | Search:
~ samplelakehouse B sc couniryOrRegion 8¢ holidayName: 8. normalizeH olidayName Ot isPaidTimeOft 8¢ countryRegionCode B date
v B3 schemas 1 Australia New Year's Day New Year's Day NuLL AU 1975-01-01 00:00:00.000000 q
2 b 2 Canada New Year's Day New Year's Day nuLL A 1975-01-01 00:00:00.000000 U
M o
3 hrelnd New Vear's Day New Vear's Day NuLL 3 1975-01-01 00:00:00.000000
~ B Tables 4 lsleofMan New Year's Day New Year's Day NuLL ™ 1975-01-0100:00:00.000000
s B publicholidays [~ | 5  NewZeslend New Year's Day New Year's Day NuLL Nz 1975-01-01 00:00:00.000000
6 South Africa New Year's Day New Vear's Day NuLL N 1075-01-01 00:00:00.000000
> B Views 7 United Kingdom New Year's Day New Vear's Day nuLL e 1975-01-0100:00:00.000000
> BJ Functions 8 United States New Year's Day New Year's Day NuLL us 1975-01-01 00:00:00.000000
9 Australi New Year's Day New Vear's Day nuLL AU 1976-01-0100:00:00.000000
> B3 stored Procedures
10 Canada New Year's Day New Vear's Day nuLL ca 1976-01-0100:00:00.000000
> & INFORMATION_SCHEMA T Ireland New Year's Day New Vear's Day NuLL 3 1076-01-010000:00.000000
12 e ofMan New Year's Day New Vear's Day nuLL ™ 1976-01-0100:00:00.000000
> & queryinsights Y Y
13 NewZesland New Year's Day New Year's Day nuLL Nz 1976-01-0100:00:00.000000
> &b sys 14 South Africa New Vear's Day New Vear's Day NuLL i 1976-01-01 00:00:00.000000
> B3 Security 15 United Kingdom New Year's Day New Vear's Day nuLL e 1976-01-0100:00:00.000000
16 United States New Year's Day New Year's Day NuLL us 1976-01-0100:00:00.000000
~ Queries 17 Australia New Vear's Day. New Vear's Day NuLL AU 1970-01-01 00:00:00.000000
> B3 My queries 6 Austele New Years Day Newear's Day ot w 1971.01-01 0000:00.000000
1 NewZesland New Year's Day New Year's Day NuLL Nz 1971-01-01 00:00:00.000000
> B Shared queries
20 South Africa New Year's Day New Vear's Day nuLL S 1971-01-0100:00:00.000000
Model layouts 20 Cansce New Years Day New Vear's Day L (A 1972-01-01 00:00:00.000000

Apply granular permissions to the lakehouse using T-SQL

Using the SQL analytics endpoint, granular T-SQL permissions can be applied to SQL objects using
Data Control Language (DCL) commands such as:

e GRANT
e DENY
e REVOKE

Row-level security, column-level security, and dynamic data masking can also be applied using the
SQL analytics endpoint. See:

® Row-level security
® Column-level security
* Dynamic data masking

Configure data access through the lake view of the lakehouse

The lake view of the lakehouse is used to read data in the /Tables and /Files folder of the lakehouse.

samplalakehouse Q Search Q & L 7?2 &£
Home | (@] Lakehouse -
§ 3 | G Getdata v [ Newsemantic model %Opsn notebook ~ | (% Manage OneLake data access (preview) v e ::jffjdmme: oo
Explorer « SQL analytics endpoint
P Files » sample datasets L Query data using SQL
Q Search tables =

v samplelakehouse Name Date modified Type Size

D e [ city_safety_seattle.csv 11/21/2024, 11:40:26 AM csv 764 KB
> [ publicholidays
© B3 Files [ nyc_taxi_green_2020_11parquet 11/21/2024, 11:4027 AM parquet 5K8
> B images [ nyc_taxi_yellow_2020_1.parquet 11/21/2024, 11:40:28 AM parquet 5KB
S [ public_holidays.parquet 11/21/2024, 11:40:24 AM parquet 3228
[ us_population_county_area.csv 11/21/2024,11:40:28 AM csv 4KB

Use Onelake data access roles to secure data

Workspace and item permissions provide coarse access to data in a lakehouse. To further refine data
access, folders in the lake view of the lakehouse can be secured using Onelake data access roles
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(preview). You can create custom roles within a lakehouse and grant read permissions only to specific

folders in Onelake. Folder security is inheritable to all subfolders. To create a custom Onelake data
access role:

1. Select Manage Onelake data access (preview) from the menu in the lake view of the

sampllakehouse v Q searen O L 2 ¥
Home & Lakehouse
£ % | G Getdata v B Newsemanticmodel [} Open notebook v | [ Manage OneLake data access (preview)
Explorer « Files > sample_datasets Q Search files =
Q Search tables =
~ samplelakehouse Name Date modified Type Size
v B Tebles D) city.safety seattlecsy 11/21/2024,11:4026 AM sy 764 K8
> B publicholidays
v B9 Fils [ nye.taxi.green 2020_11.parquet 11/21/2024, 11:4027 AM parquet SKB
> B images [ nyc_taxi_yellow_2020_1.parquet 11/21/2024, 11:40:28 AM parquet 5KB
> @@ sample_datasets
[ public_holidays.parquet 11/21/2024, 11:40:24 AM parquet 322K8
D) us_population county_area.csv 11/21/2024, 114028 A csv 4K8

2. In the New Role window, create a new role name and select the folders to grant access to.

3. Once the role is created, assign a user or group to the role and select the permissions to
assign.

Tip

For more information on how OnelLake RBAC permissions are evaluated with workspace and
item permissions, see: How OnelLake RBAC permissions are evaluated with Fabric permissions

Configure granular warehouse permissions

Granular permissions can be applied to warehouses using the SQL analytics endpoint, similar to the
way the endpoint is used for the lakehouse. The same permissions can be applied: GRANT, REVOKE,
and DENY and row-level security, column-level security, and dynamic data masking.

warehousesample Q search

Home

[2 & [RGetdatav | [ NewSQlqueryv LF SQLtemplates~ [ Queryactivity | [F] New semantic model | |3 Download SQL database project | @) Copilot

Explorer « & sqlquery1 X

+ Warehouses Q D orun E saveasview Y Buplainquery
a 1 |DEMCSELECT ondbo-Date to [alicegmydomain onmmicrosoft.com i
N
v B3 schemas
v & dbo
v B3 Tables
> B pate

> B Geography
> BB Hackneylicense
> B Medallion
> B Time
> 8 Tip
> B Weather
> B views
> B3 Functions
> B Stored Procedures
> & INFORMATION_SCHEMA
> & queryinsights
> & sys

> B security
~ Queries

v B3 My queries
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Configure Semantic model permissions

A user's role in a workspace implicitly grants them permission on the semantic models in a
workspace. Semantic models allow for security to be defined using DAX. More granular permission
can be applied using row-level security (RLS). To learn more about the managing RLS or permissions
on the semantic model see:

® Semantic model permissions
* Row-level security (RLS) with Power Bl

5. Exercise: Secure data access in Microsoft Fabric

https://learn.microsoft.com/en-us/training/modules/secure-data-access-in-fabric/5-exercise-secure-data-access

Exercise: Secure data access in Microsoft
Fabric

Completed
Now it's your chance to secure data access in Microsoft Fabric.

In this exercise, you learn how to secure data access in Fabric using the concepts explored in this
module.

Note

® You need a Microsoft Fabric trial license with the Fabric preview enabled in your tenant.
See Getting started with Fabric to enable your Fabric trial license.

* To complete the exercises in this lab, you'll need two users: one user should be assigned
the Workspace Admin role, and the other will be assigned permissions throughout this
lab. To assign roles to workspaces see Give access to your workspace.

Launch the exercise and follow the instructions.

Launch Exercise

6. Module assessment
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Module assessment

Completed

7. Summary

https://learn.microsoft.com/en-us/training/modules/secure-data-access-in-fabric/7-summary

Summary

Completed

In this module, you learned how to use the access control features available across various Fabric
engines to secure your data and provide your team with the necessary access within Fabric to
perform their job duties. You explored Fabric’'s multi-layer security model and how to use it to
manage data access.

The main takeaways from this module include understanding how to configure security for an entire
workspace, and for individual Fabric data items, and how to apply granular permissions.

For more reading, you can refer to the following URLs:

® Microsoft Fabric security white paper

® Microsoft Fabric permission model

® Build common data architectures with OnelLake in Microsoft Fabric
® How to secure data for common Fabric data architectures

* End-to-end security scenario
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